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ABSTRACT

Cryptography plays a fundamental role in securing digital communication by protecting sensitive
information against unauthorized access and cyberattacks. As the complexity of encryption algorithms
increases, evaluating their computational performance becomes increasingly important for selecting suitable
cryptographic techniques in different computing environments. This project presents a simple deciphering
system for evaluating the computational complexity of modern cipher algorithms. The proposed system
analyzes the computational behavior of cipher algorithms through several performance indicators, including
encryption time, decryption time, memory utilization, throughput, entropy, and computational complexity.
The framework consists of four principal stages: data input, encryption/decryption processing, performance
monitoring, and report generation. A simple implementation was designed to demonstrate the evaluation
process using representative encryption algorithms. The computational complexity was analyzed using Big-
O notation, while execution time and memory usage were monitored during the encryption process. The
generated report allows users to compare the efficiency of different algorithms using graphical visualization
and statistical summaries. Two illustrative datasets were used to demonstrate the workflow of the system,
and comparative results were presented using tables and charts. The proposed framework provides a
straightforward methodology for understanding the relationship between computational complexity and
cryptographic performance. Although the presented examples are intended for educational demonstration,
the framework can be extended to evaluate modern cryptographic standards, lightweight encryption
algorithms, and post-quantum cryptographic systems. The project demonstrates that integrating theoretical
complexity analysis with practical performance metrics provides a clearer understanding of algorithm
efficiency and supports informed selection of encryption techniques for different applications.

Keywords: Cryptography, Cipher Algorithm, Computational Complexity, Encryption, Performance
Evaluation.

INTRODUCTION

The continuous expansion of digital technologies has dramatically increased the amount of information
exchanged through computer networks, cloud services, mobile devices, and Internet of Things (loT)
platforms [1-5]. Protecting digital information against unauthorized access has therefore become one of the
primary objectives of modern cybersecurity [6-10]. Encryption algorithms convert readable information into
unintelligible ciphertext, ensuring that only authorized users possessing the correct cryptographic key can
recover the original data [11-13]. Many encryption algorithms have been developed over the past decades
[14-20]. Symmetric algorithms such as the Advanced Encryption Standard (AES) provide high-speed
encryption, whereas asymmetric algorithms such as RSA offer secure key exchange and digital signatures.
Each algorithm possesses unique computational characteristics, making it important to evaluate both
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security and computational efficiency before deployment [21, 22]. Most existing studies focus primarily on
cryptographic strength or execution speed [23, 24]. However, practical implementation also depends on
computational complexity, processor utilization, memory consumption, throughput, and scalability [25-30].
Understanding these factors enables developers to select encryption algorithms that satisfy both security and
performance requirements [31, 33]. This project proposes a simple deciphering system that evaluates
computational complexity using theoretical analysis and practical performance measurements. The
framework provides an educational platform for comparing different cipher algorithms using standardized
metrics [34-36].

The primary objective of this project is to develop a simple and systematic deciphering framework capable
of evaluating the computational complexity of modern cipher algorithms. The proposed framework is
designed to integrate theoretical complexity analysis with practical performance measurements, enabling a
comprehensive assessment of cryptographic algorithms in terms of computational efficiency and operational
behavior. By providing a unified evaluation methodology, the system facilitates a better understanding of
how encryption algorithms perform under different computational conditions. A second objective is to
measure the computational performance of various cipher algorithms using standard performance metrics.
These metrics include encryption time, decryption time, memory consumption, processor utilization,
throughput, and computational complexity. Evaluating these parameters allows users to quantify the
efficiency of each algorithm and identify the computational resources required for secure data processing.
Another important objective is to compare the performance of different encryption algorithms using a
common evaluation platform. The proposed system enables objective comparisons between symmetric and
asymmetric cryptographic techniques by analyzing their computational characteristics under identical testing
conditions. Such comparisons assist researchers and developers in selecting the most appropriate encryption
algorithm for specific applications based on both security requirements and computational efficiency. The
project also aims to provide clear visualization of computational complexity and performance indicators
through graphical representations and statistical summaries. Visualizing execution time, memory usage,
throughput, and complexity trends allows users to interpret the evaluation results more effectively and
identify the strengths and limitations of each cipher algorithm. Finally, the proposed framework is intended
to generate an automated evaluation report that summarizes all measured performance indicators and
computational metrics. The generated report provides a structured overview of the encryption algorithms
under investigation, supporting decision-making processes and simplifying the interpretation of
cryptographic performance. This automated reporting capability makes the framework suitable for
educational purposes, performance benchmarking, and preliminary evaluation of modern cipher algorithms.

In this paper, a simple deciphering system is proposed to evaluate the computational complexity and
performance of modern cipher algorithms. The primary objective is to develop a unified framework that
integrates theoretical complexity analysis with practical performance measurements, enabling a systematic
assessment of cryptographic algorithms under standardized conditions. The proposed framework aims to
measure the computational performance of encryption algorithms using several evaluation metrics,
including encryption time, decryption time, memory consumption, processor utilization, throughput, and
computational complexity. These metrics provide quantitative information regarding the efficiency and
resource requirements of each algorithm. Furthermore, this paper seeks to compare different cipher
algorithms using a common evaluation methodology. By analyzing their computational behavior under
identical operating conditions, the framework facilitates objective comparisons between various
cryptographic techniques and assists in identifying algorithms that provide an appropriate balance between
computational efficiency and security. Another objective of this work is to visualize computational
complexity and performance characteristics through graphical representations and statistical summaries.
Such visualizations improve the interpretation of experimental observations and provide a clear
understanding of algorithm scalability, execution behavior, and resource utilization. Finally, this paper
presents an automated evaluation and reporting framework that summarizes the computational
characteristics of the analyzed cipher algorithms. The generated reports provide a comprehensive overview
of algorithm performance and serve as a useful tool for educational purposes, preliminary benchmarking,
and future research in computational cryptography and cryptographic performance analysis.
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MATERIALS AND METHODS

SYSTEM DESIGN

The proposed Deciphering System for Evaluating the Computational Complexity of Modern Cipher
Algorithms was designed as a simple and modular framework for analyzing the computational performance
of encryption algorithms. The system integrates encryption processing with performance monitoring and
automated reporting, allowing users to evaluate the computational behavior of different cipher algorithms in
a structured and reproducible manner. The modular architecture simplifies implementation while ensuring
that each stage of the evaluation process is performed independently, thereby improving flexibility and
maintainability.

The proposed framework consists of four primary modules, namely the Input Module, Encryption Module,
Performance Analyzer, and Report Generator. These modules operate sequentially to process the plaintext,
perform encryption, evaluate computational performance, and generate a comprehensive evaluation report.

The input module is responsible for receiving the plaintext data and preparing it for encryption. This module
accepts text files or binary data of different sizes and formats, verifies the integrity of the input, and converts
the data into an appropriate format required by the selected encryption algorithm. In addition, the module
records the input size, which is later used during computational complexity analysis and throughput
calculations.

The encryption module performs the encryption process using the selected cipher algorithm and
cryptographic key. During this stage, the plaintext is transformed into ciphertext according to the
mathematical operations defined by the encryption algorithm. Simultaneously, the system records important
execution parameters such as encryption time and processing status. After encryption, the module also
performs the corresponding decryption operation to verify the correctness of the cryptographic process and
ensure that the original plaintext can be accurately recovered.

The performance analyzer continuously monitors the computational behavior of the encryption process. This
module measures several performance indicators, including execution time, memory consumption, processor
utilization, throughput, and computational complexity. Furthermore, statistical security metrics such as
ciphertext entropy and avalanche effect can also be evaluated to provide additional insight into the
effectiveness of the encryption algorithm. By combining these measurements, the analyzer provides a
comprehensive assessment of both computational efficiency and cryptographic performance.

Finally, the report generator collects all evaluation results and automatically produces a structured
performance report. The report summarizes the measured computational metrics using tables, statistical
summaries, and graphical visualizations, enabling straightforward comparison among different cipher
algorithms. This automated reporting process improves the interpretation of results and supports decision-
making when selecting encryption algorithms for specific computational environments.

The overall workflow of the proposed system is illustrated as follows:
Plaintext — Encryption — Performance Analysis — Report

In this workflow, the plaintext is first supplied to the encryption module, where it is converted into
ciphertext using the selected cryptographic algorithm. The performance analyzer then evaluates the
computational characteristics of the encryption process by recording the relevant performance metrics.
Finally, the report generator compiles these measurements into a comprehensive evaluation report,
providing a clear overview of the computational complexity and performance of the analyzed cipher
algorithm. This simple sequential workflow ensures reproducibility, facilitates comparative analysis, and
establishes a practical foundation for evaluating modern cryptographic systems.

ENCRYPTION MODEL
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The encryption model represents the core computational process of the proposed deciphering system. Its
primary function is to transform the original plaintext into an unreadable ciphertext using a secret
cryptographic key. This transformation ensures that the transmitted or stored information remains
confidential and can only be recovered by authorized users possessing the correct decryption key. The
encryption model adopted in this work follows the standard mathematical representation used in modern
cryptographic systems, making it applicable to both symmetric and asymmetric encryption algorithms [37-
40].

The encryption process is mathematically expressed as
C = Ex(P) 1)

where P represents the plaintext (original message or data), K denotes the secret encryption key, Ex(+) is the
encryption function executed using the key K, and C represents the resulting ciphertext.

During the encryption process, the plaintext is processed through a sequence of mathematical operations
defined by the selected cipher algorithm. These operations may include substitution, permutation, bitwise
logical operations, modular arithmetic, matrix transformations, or multiple encryption rounds, depending on
the specific cryptographic technique. The output is a ciphertext that appears random and cannot be
interpreted without the corresponding decryption key.

The decryption process performs the inverse operation, converting the ciphertext back into its original
plaintext. It is represented as [41-43]

P = Dy(C) (2)

where Dy () denotes the decryption function, C is the encrypted ciphertext, K is the corresponding
decryption key, P is the recovered plaintext.

For a correctly implemented cryptographic algorithm, the decryption operation must perfectly reconstruct
the original plaintext. This correctness property is expressed as [44-46]

Dg(Ex(P)) =P (3)

Equation (3) confirms that applying the decryption function to the encrypted ciphertext using the appropriate
key produces the original message without any loss or modification of information. This property is
fundamental to the correctness and reliability of any cryptographic system [47].

In the proposed deciphering framework, the encryption and decryption processes are executed sequentially
for each input dataset. During encryption, the system records computational metrics such as execution time,
memory consumption, processor utilization, and throughput. After decryption, the recovered plaintext is
automatically compared with the original input to verify data integrity and ensure that the encryption process
has not introduced any errors. These measurements provide the basis for evaluating the computational
complexity and overall performance of the selected cipher algorithm [48].

The encryption model therefore serves not only as the foundation of secure data transformation but also as
the primary source of computational information used by the proposed performance evaluation framework.
By integrating cryptographic processing with performance monitoring, the system enables comprehensive
analysis of both the security functionality and computational efficiency of modern cipher algorithms [49].

COMPUTATIONAL COMPLEXITY

Computational complexity is one of the most important criteria for evaluating the efficiency of
cryptographic algorithms because it describes how the computational cost increases as the size of the input
data grows. In the proposed deciphering system, computational complexity is analyzed using the asymptotic
notation Big-O, which provides a hardware-independent mathematical representation of algorithm
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performance. This theoretical analysis enables objective comparison among different encryption algorithms
regardless of their implementation environment [50].

The computational complexity of an encryption algorithm is expressed as [51, 52]

T(n) =0(f(m) )

where T (n) represents the computational time required to process the input data, n denotes the input size
(number of bytes or bits), and f(n) represents the dominant mathematical function describing the
algorithm's growth rate [53].

Depending on the internal structure of the encryption algorithm, the computational complexity may be
classified as constant 0(1), logarithmic 0 (logn), linear 0 (n), linearithmic O (nlogn), quadratic O(n?), or
higher-order polynomial complexity. In practical cryptographic applications, most modern symmetric
encryption algorithms exhibit approximately linear computational complexity because the encryption
operations are performed sequentially over the input blocks. The theoretical complexity analysis performed
in this study complements the experimental performance measurements and provides a mathematical basis
for evaluating algorithm scalability as the amount of processed data increases [54].

PERFORMANCE METRICS

To comprehensively evaluate the computational behavior of the selected cipher algorithms, several
performance indicators are measured during the encryption and decryption processes. These metrics
quantify both computational efficiency and cryptographic performance, allowing objective comparison
between different algorithms. The primary performance metrics considered in this work include encryption
time, decryption time, memory consumption, throughput, and ciphertext entropy [55].

ENCRYPTION AND DECRYPTION TIME

Execution time is one of the most important indicators of computational performance because it reflects the
amount of time required to complete the encryption or decryption process. The execution time is determined
by measuring the difference between the finishing and starting timestamps of the algorithm.

The execution time is calculated as [56]
T=t,—t )
where t; is the starting time, t, is the finishing time, and T represents the total execution time.

Separate measurements are recorded for both the encryption and decryption stages, enabling evaluation of
the computational overhead associated with each operation. Lower execution times indicate higher
computational efficiency and are particularly desirable for real-time communication systems and resource-
constrained devices.

1.

THROUGHPUT

Throughput measures the amount of data processed by the encryption algorithm per unit time and provides
an indication of the practical processing capability of the cryptographic system. Higher throughput values
correspond to greater computational efficiency and faster data processing [57].

The throughput is calculated using

Data Size
TP =———— (6)
Execution Time
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where Data Size represents the size of the plaintext (MB), Execution Time is the measured encryption time
(s), and TP denotes the throughput (MB/s).

Algorithms that achieve higher throughput are generally more suitable for applications requiring rapid
encryption of large data volumes, such as cloud storage, multimedia transmission, and high-speed
communication networks.

MEMORY USAGE

Memory consumption represents the amount of system memory required during the execution of the
encryption algorithm. Efficient memory utilization is particularly important for embedded systems, Internet
of Things (10T) devices, and mobile platforms where hardware resources are limited. During the evaluation
process, the proposed framework continuously monitors the memory allocated by each encryption algorithm
and records its peak memory usage. Lower memory consumption generally indicates better computational
efficiency and improved suitability for resource-constrained computing environments [58].

ENTROPY ANALYSIS

2. Entropy is employed to evaluate the randomness of the generated ciphertext and serves as an important
indicator of cryptographic strength. A ciphertext exhibiting high entropy contains a nearly uniform
distribution of byte values, making it significantly more resistant to statistical and frequency-based attacks.

The Shannon entropy of the ciphertext is computed as [59]

H=- 7i1=129i log, (p;) (7)

where H is the entropy value, p; is the probability of occurrence of the it* byte value, and n is the total
number of distinct byte values.

For byte-oriented encryption systems, the theoretical maximum entropy approaches 8 bits, indicating an
almost perfectly random ciphertext. Consequently, entropy analysis provides valuable information regarding
the effectiveness of the encryption algorithm in obscuring the statistical characteristics of the original
plaintext.

Collectively, these performance metrics provide a comprehensive evaluation of the computational efficiency
and cryptographic effectiveness of the analyzed cipher algorithms. By integrating theoretical complexity
analysis with practical performance measurements, the proposed deciphering framework enables objective
benchmarking and facilitates the comparison of different encryption techniques under standardized
operating conditions.

DEMONSTRATION RESULTS AND DISCUSSION

The following results are presented as illustrative examples to demonstrate the functionality of the proposed
deciphering system and the manner in which computational performance can be evaluated and compared
among different cipher algorithms. These examples are intended for educational and proof-of-concept
purposes and serve to illustrate the proposed evaluation methodology rather than report validated
experimental findings. The framework integrates theoretical computational complexity with practical
performance metrics, providing users with a straightforward approach for assessing the computational
efficiency of modern cryptographic algorithms [60].

COMPUTATIONAL COMPLEXITY ANALYSIS

Computational complexity provides a theoretical estimation of the computational resources required by an
algorithm as the size of the input data increases. Table 1 presents a comparison of three commonly used
encryption algorithms, namely AES, DES, and RSA, based on their theoretical time and space complexities.
Symmetric encryption algorithms such as AES and DES generally exhibit linear time complexity because
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they process data sequentially in fixed-size blocks. In contrast, the RSA algorithm requires significantly
more computational resources due to modular exponentiation operations performed on large integers,
resulting in substantially higher computational complexity. Table 1 indicates that both AES and DES
demonstrate linear computational growth with increasing input size, making them computationally efficient
for encrypting large volumes of data. Their linear space complexity also indicates that memory requirements
increase proportionally with the size of the processed data. Conversely, RSA exhibits cubic time complexity
and quadratic space complexity because its encryption and decryption operations involve computationally
intensive arithmetic on large prime numbers. Consequently, RSA is considerably more suitable for secure
key exchange and digital signatures than for bulk data encryption. These observations emphasize the
importance of selecting encryption algorithms according to application requirements, balancing
computational efficiency with security functionality.

Table 1. Hlustrative computational complexity comparison of selected cipher algorithms.

Algorithm Type Time Complexity Space Complexity
AES Symmetric O(n) O(n)
DES Symmetric O(n) O(n)
RSA Asymmetric O(n3) 0O(n?)

PERFORMANCE EVALUATION

To complement the theoretical complexity analysis, the proposed framework also evaluates practical
computational performance through execution time, memory utilization, and throughput. These metrics
provide insight into the real-world behavior of encryption algorithms during execution. Table 2 presents an
illustrative comparison of these performance indicators.

Table 2. Illustrative performance comparison of selected cipher algorithms.

Algorithm | Encryption Time (ms) | Memory Usage (MB) Throughput (MB/s)

AES 12 14 83
DES 18 12 56
RSA 145 28 7

The illustrative values presented in Table 2 demonstrate the relationship between computational complexity
and practical performance. AES achieves the shortest encryption time and the highest throughput, reflecting
its efficient design and suitability for high-speed data encryption. DES requires slightly longer execution
time than AES because of its older architectural design, although its memory consumption remains
relatively low. RSA exhibits the highest execution time and memory usage while providing the lowest
throughput. These characteristics are expected because RSA performs complex modular arithmetic
operations that require considerably greater computational resources than symmetric block ciphers.
Although RSA is computationally expensive, it remains an essential algorithm for public-key cryptography
and secure key management.

Fig. 1 illustrates the comparative encryption times of the three evaluated cipher algorithms. The results
indicate that the symmetric encryption algorithms, AES and DES, require considerably shorter execution
times than the asymmetric RSA algorithm. Among the evaluated algorithms, AES demonstrates the fastest
encryption performance, requiring only 12 ms, followed by DES with 18 ms, whereas RSA requires 145 ms
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because of its computationally intensive modular arithmetic operations. This comparison highlights the
significant computational advantage of symmetric encryption algorithms for processing large volumes of
data. Consequently, AES is well suited for real-time communication, cloud computing, and large-scale data
encryption, while RSA is more appropriate for secure key exchange and digital signature applications where
higher computational cost is acceptable [61].

AES 12

DES 18

Algorithm

RSA 145

T T T T

T T T 1
20 40 60 80 100 120 140 160
Encryption Time (ms)

o

BN AES(12ms) N DES(18ms) [ RSA (145 ms) ‘

Fig. 1. Hlustrative comparison of encryption time for the evaluated cipher algorithms. (lower values
indicate better performance).

Figure 2 illustrates the throughput achieved by the evaluated cipher algorithms. AES provides the highest
throughput (83 MB/s), indicating its ability to process data rapidly and efficiently. DES achieves a moderate
throughput of 56 MBY/s, reflecting its relatively efficient block encryption mechanism despite its older
architecture. In contrast, RSA exhibits the lowest throughput (7 MB/s) due to the computational complexity
associated with public-key cryptographic operations. These results demonstrate that throughput is inversely
related to computational complexity, with algorithms requiring fewer computational operations generally
achieving higher processing rates. Consequently, AES is the most suitable algorithm for high-speed data
encryption, whereas RSA is better suited for applications requiring secure key exchange and digital
signatures rather than bulk data encryption [62].

DES

Algorithm

RSA.7
0

10 20 30 40 50 60 70 80 90 100
Throughput (MB/s)

| EEN AES(83MB/) WM DES (56 MB/s) EEE RSA (7 MBJs) |

Fig. 2. lllustrative comparison of throughput for the evaluated cipher algorithms (higher values
indicate better performance)
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The illustrative results presented in Table 2 and Figs. 1 and 2 demonstrate how the proposed deciphering
framework combines theoretical complexity analysis with practical performance metrics to facilitate
objective comparison among different cryptographic algorithms. The integration of numerical data and
graphical visualization enables users to better understand the computational characteristics of each algorithm
and supports informed algorithm selection for various application scenarios

DISCUSSION

The illustrative results demonstrate that the proposed deciphering system successfully integrates theoretical
computational complexity analysis with practical performance evaluation, thereby providing a
comprehensive framework for assessing the efficiency of modern cipher algorithms. As presented in Table
1, the theoretical complexity analysis reveals clear differences between symmetric and asymmetric
encryption techniques. Both AES and DES exhibit linear time and space complexities, O(n), indicating that
their computational requirements increase proportionally with the size of the input data. In contrast, RSA
exhibits a significantly higher computational cost, with a time complexity of 0(n®) and a space complexity
of 0(n?), reflecting the additional mathematical operations required for public-key cryptography. These
theoretical observations establish an initial expectation regarding the relative computational performance of
the evaluated algorithms. The practical performance measurements summarized in Table 2 are consistent
with the theoretical complexity analysis. AES demonstrates the shortest encryption time (12 ms), moderate
memory consumption (14 MB), and the highest throughput (83 MB/s), indicating excellent computational
efficiency. DES also performs efficiently, requiring only 18 ms for encryption while maintaining relatively
low memory usage (12 MB). In contrast, RSA requires substantially longer execution time (145 ms), greater
memory consumption (28 MB), and achieves the lowest throughput (7 MB/s). These illustrative results
clearly demonstrate that increased computational complexity is generally associated with reduced processing
efficiency [63].

The graphical comparison presented in Figure 1 further highlights the differences in encryption performance
among the evaluated algorithms. The figure clearly illustrates that AES requires the shortest execution time,
followed closely by DES, whereas RSA exhibits considerably higher processing time because of its
computationally intensive modular exponentiation operations. This substantial difference in execution time
demonstrates why symmetric encryption algorithms are generally preferred for applications involving large-
scale data encryption and real-time communication, where computational efficiency is a critical
requirement.

Similarly, Figure 2 provides a visual comparison of the throughput achieved by the three algorithms. AES
achieves the highest throughput, confirming its ability to process large amounts of data rapidly and
efficiently. DES also maintains satisfactory throughput despite its older cryptographic architecture, whereas
RSA exhibits a significantly lower throughput due to its higher computational complexity. The inverse
relationship between execution time and throughput observed in Figures 1 and 2 further supports the
theoretical complexity analysis presented in Table 1, demonstrating that algorithms requiring fewer
computational operations generally deliver superior processing performance.

The combined interpretation of Table 1, Table 2, Figure 1, and Figure 2 demonstrates the effectiveness of
the proposed deciphering framework in integrating theoretical and practical performance evaluation within a
single methodology. While Table 1 provides a mathematical understanding of algorithmic complexity, Table
2 presents representative computational performance metrics, and Figures 1 and 2 visually illustrate the
differences in execution time and throughput among the evaluated algorithms. Although these results are
presented for demonstration purposes, they effectively illustrate how the proposed framework can support
comparative analysis of cryptographic algorithms and provide a solid foundation for future studies involving
real implementations and experimentally validated performance measurements.
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CONCLUSION

This project presented a simple Deciphering System for Evaluating the Computational Complexity of
Modern Cipher Algorithms, providing a straightforward framework for analyzing both the theoretical and
practical performance of cryptographic algorithms. The proposed system integrates computational
complexity analysis with key performance metrics, including encryption time, memory consumption,
throughput, and entropy, to establish a unified methodology for evaluating the efficiency of modern cipher
algorithms. By combining mathematical complexity analysis with practical performance measurements, the
framework offers a more comprehensive assessment than approaches based solely on theoretical complexity
or execution speed. The illustrative evaluation performed using representative symmetric and asymmetric
encryption algorithms demonstrated the applicability of the proposed framework for comparative
performance analysis. The theoretical complexity comparison showed that symmetric algorithms generally
exhibit lower computational complexity than asymmetric algorithms, while the performance evaluation
highlighted corresponding differences in execution time, memory requirements, and throughput. The
accompanying tables and graphical representations effectively illustrated these computational
characteristics, allowing users to easily interpret algorithm performance and understand the relationship
between theoretical complexity and practical implementation efficiency. One of the principal advantages of
the proposed framework is its modular and extensible design. The system can be adapted to evaluate a wide
variety of cryptographic algorithms under standardized testing conditions, making it suitable for educational
demonstrations, preliminary benchmarking, and introductory research in computational cryptography.
Furthermore, the automated reporting capability simplifies the presentation of performance metrics and
facilitates objective comparison among different encryption techniques. Although the results presented in
this project are intended for demonstration purposes, they successfully illustrate the operation of the
proposed deciphering system and its ability to integrate multiple evaluation criteria within a single analytical
framework. Future developments may extend the framework by incorporating additional performance
indicators such as processor utilization, energy consumption, latency, scalability, and resistance to
cryptographic attacks. Moreover, integrating machine learning and artificial intelligence techniques could
enable automated performance prediction, intelligent algorithm selection, and adaptive optimization of
cryptographic systems. These enhancements would further improve the applicability of the proposed
framework for evaluating modern, lightweight, and post-quantum cryptographic algorithms in diverse
computing environments.
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