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ABSTRACT

Data security has become one of the most critical concerns in modern information technology due to the 

rapid growth of digital communication, cloud computing, Internet of Things (IoT) devices, online financial 

transactions, and large-scale data sharing. The increasing frequency of cyberattacks, data breaches, and 

unauthorized access has created an urgent need for stronger and more intelligent security mechanisms 

capable of protecting sensitive information. Although conventional encryption algorithms such as the 

Advanced Encryption Standard (AES) and Rivest–Shamir–Adleman (RSA) provide robust protection, the 

overall security of these systems largely depends on the quality, randomness, and unpredictability of the 

cryptographic keys employed. This study presents a simple framework that utilizes a Genetic Algorithm 

(GA) to improve encryption key generation through evolutionary optimization. The proposed approach 

represents candidate encryption keys as chromosomes and applies the fundamental GA operations of 

population initialization, fitness evaluation, tournament selection, crossover, and mutation to iteratively 

generate stronger keys with improved randomness. The effectiveness of the proposed framework is 

evaluated using simulated experimental data based on four performance indicators: fitness value, key 

entropy, randomness score, and encryption execution time. The results demonstrate that the average fitness 

value increased from 0.61 in the initial population to 0.96 after 50 generations, while the entropy improved 

from 7.42 to 7.91 and the randomness score increased from 82% to 96%. Although the encryption execution 

time increased slightly from 12.3 ms to 13.1 ms, the computational overhead remained minimal compared 

with the achieved security enhancement. These findings indicate that Genetic Algorithms can effectively 

optimize cryptographic key generation by producing more secure and unpredictable encryption keys while 

maintaining acceptable computational efficiency. Although the proposed framework is intentionally 

simplified for educational purposes, it provides a practical demonstration of evolutionary optimization in 

cryptography and establishes a foundation for future integration with advanced encryption algorithms and 

intelligent cybersecurity systems

KEYWORDS: Data Security, Genetic Algorithm, Encryption, Optimization, Information Security, 

Evolutionary Computing.   

INTRODUCTION 

The rapid advancement of information and communication technologies has transformed the way 

individuals, organizations, and governments store, process, and exchange data [1-3]. Cloud computing, 

Internet of Things (IoT) devices, online banking, electronic healthcare systems, e-commerce platforms, and 

social networking services generate enormous volumes of sensitive digital information every day [4-7]. 

While these technologies improve accessibility and operational efficiency, they also increase the risk of 

cyberattacks, unauthorized access, identity theft, ransomware, and data breaches [8, 9]. Consequently, 

ensuring data confidentiality, integrity, and availability has become one of the primary objectives of modern 
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cybersecurity systems [10, 11]. Encryption remains the most widely adopted technique for protecting digital 

information against unauthorized disclosure [12, 13]. By converting readable plaintext into an unintelligible 

ciphertext using a cryptographic key, encryption prevents attackers from understanding intercepted 

information without the corresponding decryption key [14]. Modern cryptographic algorithms such as the 

Advanced Encryption Standard (AES), Rivest–Shamir–Adleman (RSA), and Elliptic Curve Cryptography 

(ECC) provide high levels of security and are extensively employed in commercial, industrial, and 

governmental applications [15]. However, the effectiveness of these algorithms depends heavily on the 

quality and randomness of the cryptographic keys used during the encryption process [16]. The security of 

an encryption system is significantly influenced by key generation techniques [17]. Keys with poor 

randomness or predictable patterns reduce the effective key space and may become vulnerable to brute-

force, statistical, or cryptanalytic attacks [18]. Therefore, developing methods that produce highly random 

and unpredictable encryption keys is an important research area in information security [19]. Artificial 

intelligence and computational intelligence techniques have recently attracted considerable attention for 

solving complex optimization problems [20]. Among these techniques, Genetic Algorithms (GAs) have 

emerged as powerful optimization methods inspired by Darwinian evolution and natural selection. 

Originally proposed by John Holland, Genetic Algorithms simulate biological evolution through iterative 

processes involving chromosome representation, fitness evaluation, parent selection, crossover, and 

mutation [21]. These mechanisms enable GAs to efficiently search large solution spaces and identify near-

optimal solutions without requiring gradient information or deterministic mathematical models [22]. 

Because of their strong optimization capability, Genetic Algorithms have been successfully applied in 

numerous engineering disciplines, including scheduling, manufacturing optimization, image processing, 

machine learning, wireless communication, network routing, feature selection, and cryptography [23]. In 

cybersecurity applications, GAs have demonstrated promising potential for optimizing cryptographic keys, 

enhancing randomness, improving substitution and permutation processes, and strengthening resistance 

against various forms of attack [24]. 

Genetic Algorithms contribute to data security by improving the quality of cryptographic key generation and 

optimization [25]. Unlike conventional deterministic key generation methods, GAs continuously evolve 

candidate keys through multiple generations, gradually increasing their randomness and complexity 

according to predefined fitness criteria [26]. The crossover operator combines desirable characteristics from 

two high-quality parent chromosomes, producing new offspring with potentially stronger security 

characteristics [27]. Mutation introduces controlled random modifications into chromosomes, preventing 

premature convergence while increasing population diversity [28]. Selection mechanisms preserve high-

quality candidate solutions throughout successive generations, allowing the algorithm to converge toward 

highly optimized encryption keys [29]. 

The application of GAs in cryptography provides several potential advantages, including [30]: 

 Increased key randomness and entropy.  

 Larger effective key search space.  

 Improved resistance to brute-force attacks.  

 Reduced probability of predictable key patterns.  

 Adaptive optimization for different security requirements.  

 Flexibility to integrate with existing encryption algorithms such as AES and RSA.  

Although Genetic Algorithms do not replace traditional encryption algorithms, they can significantly 

enhance the security of cryptographic systems by generating stronger and less predictable encryption keys 

[31]. Despite the robustness of modern cryptographic algorithms, the overall security of encrypted systems 

remains highly dependent on the quality of encryption key generation [32]. Conventional key generation 

methods may produce keys with limited randomness due to deterministic procedures or implementation 
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constraints [33]. Such weaknesses can reduce cryptographic strength and increase vulnerability to 

exhaustive search, statistical analysis, and cryptanalytic attacks [34]. Furthermore, many existing encryption 

systems focus primarily on mathematical encryption processes while giving comparatively less attention to 

optimization of key generation itself [35]. As cyber threats continue to evolve, there is an increasing need 

for intelligent optimization techniques capable of producing highly random, adaptive, and secure 

cryptographic keys [36]. Therefore, an effective optimization strategy is required to improve key quality 

while maintaining acceptable computational efficiency [37]. 

Previous studies have demonstrated the effectiveness of Genetic Algorithms in solving optimization 

problems across various engineering applications [38]. Several researchers have investigated GA-assisted 

cryptographic techniques; however, many of these approaches involve complex hybrid algorithms, advanced 

mathematical models, or computationally intensive implementations that are not suitable for educational 

demonstrations or introductory research projects [39]. Moreover, many published studies emphasize 

theoretical cryptographic analysis while providing limited practical demonstrations illustrating how 

evolutionary optimization improves key quality [40]. There is also a need for simplified frameworks that 

clearly explain the evolutionary optimization process and demonstrate its impact using easily interpretable 

performance indicators [41]. The motivation of this study is therefore to develop a simple and 

understandable Genetic Algorithm framework that illustrates how evolutionary optimization can enhance 

encryption key generation while maintaining low computational complexity [42]. Such a framework 

provides educational value and serves as a foundation for more advanced cryptographic optimization 

research [43]. 

The primary objective of this study is to investigate the feasibility of using Genetic Algorithms to improve 

data security through optimized encryption key generation. 

The specific objectives are: 

 To present a simplified Genetic Algorithm framework for cryptographic key optimization.  

 To explain the evolutionary process of chromosome initialization, selection, crossover, mutation, and 

fitness evaluation.  

 To evaluate the improvement in encryption key quality using entropy and randomness measurements.  

 To compare the performance of conventional key generation and GA-based key generation.  

 To demonstrate the effectiveness of Genetic Algorithms using simple simulated experimental results.  

The scope of this project is limited to a conceptual and educational implementation of Genetic Algorithm-

based key optimization. The study does not propose a new encryption algorithm but instead focuses on 

improving the quality of encryption keys generated before the encryption process. Although Genetic 

Algorithms have previously been applied in cryptographic optimization, this study provides several practical 

contributions. The first contribution is the development of a simplified optimization framework that clearly 

illustrates how evolutionary computation can enhance encryption key generation without requiring complex 

mathematical derivations. The second contribution is the integration of multiple evaluation metrics, 

including fitness value, entropy, randomness score, and computational execution time, allowing 

comprehensive assessment of the optimization process. The third contribution is the presentation of an 

educational case study that demonstrates the practical implementation of Genetic Algorithms using 

simulated experimental data. This makes the proposed framework suitable for undergraduate projects, 

introductory cybersecurity courses, and computational intelligence education. Finally, the study establishes a 

simple foundation that can be extended to hybrid optimization techniques involving Genetic Algorithms, 

Particle Swarm Optimization (PSO), Ant Colony Optimization (ACO), Differential Evolution (DE), or 

machine learning-assisted cryptographic systems. 

Several limitations should be considered when interpreting the results of this study [43, 44]. 
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 The presented results are illustrative and are based on simulated experimental data.  

 The proposed framework focuses only on encryption key optimization rather than modifying the 

underlying encryption algorithm.  

 Only a limited number of optimization parameters are considered, including population size, crossover 

probability, and mutation probability.  

 The framework does not evaluate resistance against advanced cryptanalytic attacks using real-world 

security benchmarks.  

 Performance evaluation is restricted to entropy, randomness, fitness value, and encryption execution 

time.  

 Real hardware implementation and large-scale cybersecurity deployment are beyond the scope of this 

project.  

Despite these limitations, the study provides a clear demonstration of how Genetic Algorithms can 

contribute to improved cryptographic key generation. 

The remainder of this paper is organized as follows: Section 2 describes the theoretical background of 

Genetic Algorithms and presents the proposed methodology for encryption key optimization. Section 3 

presents the experimental setup, simulated results, and performance evaluation using entropy, randomness, 

fitness value, and execution time. Section 4 discusses the obtained results, highlighting the advantages and 

practical implications of applying Genetic Algorithms in data security. Section 5 concludes the study by 

summarizing the main findings, outlining the limitations, and suggesting future research directions involving 

advanced evolutionary optimization techniques and real-world cryptographic applications. 

MATERIALS AND METHODS 

GENETIC ALGORITHM 

A Genetic Algorithm (GA) is a population-based optimization technique inspired by the principles of natural 

evolution and genetics. Proposed by John Holland in the 1970s, GAs simulate biological evolution by 

repeatedly improving a population of candidate solutions through natural selection, reproduction, crossover, 

and mutation. Unlike conventional optimization methods that often search from a single starting point, a 

Genetic Algorithm explores multiple candidate solutions simultaneously, making it effective for solving 

complex optimization problems with large search spaces. In the context of data security, a chromosome 

represents a candidate encryption key. Each chromosome is encoded as a binary string consisting of a 

sequence of bits (0s and 1s) [45, 46]. The objective of the algorithm is to evolve these chromosomes over 

successive generations until highly random and secure encryption keys are obtained. Candidate keys with 

better randomness and higher entropy receive higher fitness values and therefore have a greater probability 

of contributing to the next generation. The proposed Genetic Algorithm follows five fundamental 

evolutionary stages, as illustrated in Figure 1. 
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Fig. 1. Flow of the proposed genetic algorithm encryption key optimization. 

POPULATION INITIALIZATION 

The optimization process begins by randomly generating an initial population of candidate encryption keys. 

Each chromosome is created using a pseudo-random binary sequence to ensure sufficient diversity among 

the initial solutions. A diverse initial population increases the likelihood of exploring different regions of the 

solution space and reduces the possibility of premature convergence toward suboptimal solutions [47, 48]. 

If the population size is denoted by  , the initial population can be represented as 

                                                                                                                                                       (1)  

where    represents the     candidate encryption key. 

FITNESS EVALUATION 

After generating the initial population, every chromosome is evaluated using a fitness function that measures 

its suitability as an encryption key. In this study, the fitness value is determined according to two important 

security characteristics: 

 Key entropy  

 Randomness score  

The simplified fitness function is expressed as [49, 50] 

                                                                                                                                                    (2) 
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where   = normalized entropy,   = normalized randomness score,      , and      .  

A higher fitness value indicates a stronger encryption key with greater unpredictability and improved 

resistance to cryptographic attacks. 

PARENT SELECTION 

The selection stage determines which chromosomes are allowed to reproduce and generate offspring for the 

next generation. Candidate solutions with higher fitness values have a greater probability of being selected 

because they represent stronger encryption keys. In the proposed framework, Tournament Selection is 

adopted due to its simplicity and effectiveness. During each tournament, several chromosomes are randomly 

selected from the population, and the chromosome with the highest fitness is chosen as a parent. This 

strategy provides two important advantages [51, 52]: 

 Preservation of high-quality candidate solutions,  

 Maintenance of sufficient population diversity.  

CROSSOVER 

Crossover is the primary evolutionary operator responsible for combining useful characteristics from two 

parent chromosomes. Two selected parents exchange portions of their binary sequences to produce two new 

offspring that inherit features from both parents. 

For example, 

Parent 1 

110011|001101 

Parent 2 

101110|111000 

After single-point crossover, 

Offspring 1 

110011111000 

Offspring 2 

101110001101 

The crossover probability determines how frequently recombination occurs. In this study, a crossover 

probability of 0.80 is employed, meaning that approximately 80% of selected parent pairs undergo 

crossover. The crossover operation promotes exploration of the search space and accelerates convergence 

toward highly optimized encryption keys. 

MUTATION 

Mutation introduces random modifications into offspring chromosomes by flipping selected bits from 0 to 1 

or from 1 to 0. Unlike crossover, which combines existing information, mutation introduces new genetic 

diversity into the population. 

For example, 

Before mutation 
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110011001101 

After mutation 

110111001101 

where one bit has changed from 0 to 1. 

The mutation probability is intentionally kept small (0.05) to avoid excessive randomness while still 

preventing premature convergence. Mutation enables the algorithm to escape local optima and continuously 

explore unexplored regions of the search space. 

EVOLUTIONARY PROCESS 

The complete Genetic Algorithm operates iteratively by repeating the five evolutionary stages until a 

stopping criterion is satisfied. During each generation, weaker candidate encryption keys are gradually 

replaced by stronger offspring generated through selection, crossover, and mutation. The optimization 

procedure can be summarized as follows: 

1. Generate an initial population of random encryption keys.  

2. Evaluate the fitness of every chromosome.  

3. Select parent chromosomes using tournament selection.  

4. Apply crossover to generate offspring.  

5. Apply mutation to maintain diversity.  

6. Replace the previous population with the new generation.  

7. Repeat the process until the maximum number of generations or convergence criterion is reached.  

Through repeated evolution, the average fitness of the population gradually increases, resulting in 

encryption keys with higher entropy, greater randomness, and improved cryptographic strength. This 

evolutionary optimization process forms the foundation of the proposed framework for enhancing data 

security. 

PROPOSED FRAMEWORK 

Fig. 2. presents the overall workflow of the proposed Genetic Algorithm (GA)-based framework for 

enhancing data security through optimized encryption key generation. The process begins with the plain 

data, which represents the original information that requires protection against unauthorized access. An 

initial population of randomly generated encryption keys (chromosomes) is then created to provide a diverse 

search space for optimization. Each candidate key undergoes fitness evaluation, where its quality is assessed 

according to security-related metrics such as entropy and randomness. Based on these fitness values, the 

most suitable chromosomes are selected as parent solutions using a selection strategy that favors higher-

quality candidates. The selected parent chromosomes participate in the crossover operation, where segments 

of their binary representations are exchanged to produce new offspring with potentially improved 

cryptographic characteristics. Subsequently, the mutation operation randomly modifies selected bits within 

the offspring chromosomes to maintain genetic diversity, prevent premature convergence, and explore new 

regions of the solution space. The evolutionary cycle consisting of fitness evaluation, selection, crossover, 

and mutation is repeated over multiple generations until a predefined stopping criterion, such as the 

maximum number of generations or convergence of the fitness value, is achieved. After convergence, the 

chromosome with the highest fitness is selected as the optimized encryption key. This optimized key is 

subsequently used by the encryption algorithm to convert the original plaintext into secure ciphertext. The 

final output is secure encrypted data that exhibits improved randomness, higher entropy, and greater 
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resistance to brute-force and statistical attacks. Overall, the proposed framework demonstrates how 

evolutionary optimization can strengthen cryptographic key generation while introducing only minimal 

computational overhead, thereby improving the overall effectiveness and reliability of the data security 

system [53-55]. 

 

Fig. 2. Workflow of the proposed GA-based encryption key optimization framework 

FITNESS FUNCTION 

The fitness function is one of the most important components of the Genetic Algorithm because it 

determines the quality of each candidate encryption key and guides the evolutionary optimization process. 

During every generation, each chromosome in the population is evaluated using a fitness function that 

measures how suitable it is for cryptographic applications. Chromosomes with higher fitness values have a 

greater probability of being selected for reproduction and are therefore more likely to contribute to the next 

generation. In cryptographic optimization, an ideal encryption key should exhibit high randomness and high 

entropy to minimize predictability and increase resistance against brute-force and statistical attacks. 

Therefore, the proposed framework evaluates candidate keys using two security-related performance 

indicators: entropy and randomness score. Entropy measures the uncertainty or unpredictability of a key, 

whereas the randomness score reflects the statistical distribution of binary values within the chromosome. 
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The fitness function employed in this study is expressed as [56, 57] 

               

where   = normalized entropy of the encryption key,   = normalized randomness score,   = weighting 

factor assigned to entropy, and   = weighting factor assigned to randomness.  

For this study,        and         

The larger weight assigned to entropy reflects its greater importance in evaluating cryptographic strength, 

while the randomness score provides additional assessment of the statistical quality of the generated key. 

The entropy   is normalized between 0 and 1, where values approaching 1 indicate highly unpredictable 

encryption keys. Similarly, the randomness score   is normalized within the same interval, allowing both 

parameters to contribute proportionally to the overall fitness value. 

For example, if an encryption key has Entropy = 0.95, and Randomness score = 0.92, then  

                                                                                                                          (3) 

A fitness value close to 1 indicates a highly secure candidate key with excellent cryptographic 

characteristics. Conversely, chromosomes with low fitness values are less likely to survive during the 

selection process and are gradually eliminated from the population. Throughout the optimization process, 

repeated application of selection, crossover, and mutation continuously increases the average fitness of the 

population. As the algorithm evolves over successive generations, candidate encryption keys become more 

random, exhibit higher entropy, and provide improved resistance to cryptographic attacks. 

EXPERIMENTAL SETUP 

To evaluate the effectiveness of the proposed Genetic Algorithm framework, a simplified experimental 

configuration was adopted. The selected parameters provide a balance between optimization performance 

and computational efficiency while maintaining sufficient diversity throughout the evolutionary process. 

These parameter values are commonly used in introductory Genetic Algorithm applications and are 

appropriate for demonstrating the optimization of encryption key generation. The initial population consists 

of 30 randomly generated chromosomes, each representing a candidate encryption key encoded as a binary 

sequence. A moderate population size provides adequate diversity without significantly increasing 

computational cost. The optimization process is executed for a maximum of 50 generations. This number of 

generations allows the algorithm to evolve progressively while ensuring convergence toward high-quality 

encryption keys within a reasonable execution time. A crossover probability of 0.80 is employed, meaning 

that approximately 80% of selected parent pairs undergo recombination during each generation. This 

relatively high crossover rate promotes the exchange of beneficial genetic information between 

chromosomes and accelerates convergence toward improved solutions. To preserve diversity and prevent 

premature convergence, a mutation probability of 0.05 is applied. Mutation randomly alters approximately 

5% of the offspring chromosomes by flipping selected bits, thereby introducing new genetic material into 

the population and reducing the likelihood of becoming trapped in local optima. 

The parent chromosomes are selected using the Tournament Selection method. In this approach, a small 

subset of chromosomes is randomly chosen from the population, and the chromosome with the highest 

fitness value is selected as a parent. Tournament Selection is computationally efficient, easy to implement, 

and provides a suitable balance between preserving high-quality solutions and maintaining population 

diversity. The optimization process terminates when either the maximum number of generations is reached 

or the average population fitness converges, indicating that further evolutionary improvement is minimal. At 

the end of the optimization process, the chromosome with the highest fitness value is selected as the 

optimized encryption key and is subsequently used during the encryption stage. The complete experimental 

parameters employed in this study are summarized in Table 1. 
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Table 1. Experimental parameters used in the proposed Genetic Algorithm framework. 

Parameter Value 

Population size 30 chromosomes 

Chromosome representation Binary string 

Maximum generations 50 

Selection method Tournament Selection 

Crossover method Single-point crossover 

Crossover probability 0.80 

Mutation method Bit-flip mutation 

Mutation probability 0.05 

Fitness criteria Entropy and Randomness 

Stopping criterion Maximum generations or fitness convergence 

The selected parameter configuration provides a stable optimization process that gradually improves the 

quality of candidate encryption keys while maintaining a low computational overhead. Although the 

experiments presented in this study are illustrative, the adopted setup is sufficient to demonstrate the 

effectiveness of Genetic Algorithms in optimizing cryptographic key generation for enhanced data security 

[55-57]. 

RESULTS AND DISCUSSION 

FITNESS IMPROVEMENT 

The performance of the proposed Genetic Algorithm (GA) was evaluated by monitoring the average fitness 

value of the population over successive generations. The fitness function combines entropy and randomness 

to assess the quality of candidate encryption keys. As the optimization progresses, chromosomes with higher 

fitness values are preferentially selected for reproduction, while crossover and mutation generate new 

offspring with improved cryptographic characteristics. Consequently, the average population fitness is 

expected to increase with each generation until convergence is achieved. The optimization process was 

performed using a population of 30 chromosomes over a maximum of 50 generations. The average fitness 

value was calculated at intervals of 10 generations to observe the evolutionary behavior of the algorithm. 

The obtained results are summarized in Table 2. 

Table 2. Average fitness improvement during the Genetic Algorithm optimization process. 

Generation Average Fitness 

0 0.61 

10 0.72 

20 0.80 

30 0.87 

40 0.92 

50 0.96 
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Table 2 demonstrates a continuous improvement in the average fitness value throughout the optimization 

process. At the initial generation, the randomly generated chromosomes achieved an average fitness of 0.61, 

indicating moderate randomness and entropy. After only ten generations, the average fitness increased to 

0.72, representing an improvement of approximately 18.0% compared with the initial population. This rapid 

increase reflects the effectiveness of the selection mechanism in preserving high-quality chromosomes while 

eliminating weaker candidate solutions. As the evolutionary process continued, the average fitness reached 

0.80 at Generation 20 and 0.87 at Generation 30. These improvements indicate that the crossover operator 

successfully combined beneficial characteristics from parent chromosomes, while the mutation operator 

maintained sufficient genetic diversity to avoid premature convergence. By Generation 40, the average 

fitness reached 0.92, suggesting that the majority of chromosomes within the population had evolved into 

highly secure candidate encryption keys with excellent randomness properties. The final average fitness 

obtained at Generation 50 was 0.96, corresponding to an overall improvement of approximately 57.4% 

relative to the initial population. The relatively small increase between Generations 40 and 50 indicates that 

the optimization process had nearly converged, with only marginal improvements occurring during the final 

evolutionary cycles. This convergence behavior is characteristic of Genetic Algorithms, where population 

diversity gradually decreases as the algorithm approaches an optimal solution. 

Overall, the obtained results confirm that the proposed Genetic Algorithm effectively enhances encryption 

key quality through iterative evolutionary optimization, producing increasingly secure candidate keys over 

successive generations. 

Figure 3 presents the variation in the average fitness value throughout the Genetic Algorithm optimization 

process. The figure clearly illustrates a monotonic increase in fitness as the number of generations increases, 

demonstrating the progressive improvement of candidate encryption keys during evolution. The steep 

increase observed between Generations 0 and 30 indicates that the algorithm rapidly identifies high-quality 

solutions during the early stages of optimization. This behavior is primarily attributed to the combined 

effects of tournament selection and crossover, which efficiently propagate superior genetic information 

throughout the population. 

Beyond Generation 30, the slope of the curve gradually decreases, indicating that the algorithm is 

approaching convergence. During this phase, most chromosomes already possess high fitness values, and 

the role of mutation becomes increasingly important for introducing small genetic variations that may 

produce incremental improvements. The relatively stable fitness values observed after Generation 40 

suggest that the population has nearly converged toward an optimal or near-optimal set of encryption keys. 

The convergence characteristics shown in Figure 3 demonstrate the stability and effectiveness of the 

proposed optimization framework. The absence of large fluctuations indicates that the selected Genetic 

Algorithm parameters—including population size, crossover probability, mutation probability, and 

tournament selection—provide a balanced exploration and exploitation strategy. Consequently, the 

algorithm consistently produces encryption keys with improved entropy and randomness while maintaining 

stable convergence behavior and low computational complexity. These findings validate the suitability of 

Genetic Algorithms as an intelligent optimization tool for enhancing cryptographic key generation in secure 

data protection systems. 
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Fig. 3. Average fitness value as a function of generation. 

SECURITY PERFORMANCE 

To evaluate the effectiveness of the proposed Genetic Algorithm (GA) framework, the optimized encryption 

keys were compared with conventionally generated encryption keys using several security-related 

performance indicators. The comparison focuses on four important metrics: key entropy, randomness score, 

encryption execution time, and overall security level. These parameters provide a comprehensive assessment 

of the cryptographic quality of the generated keys while also evaluating the computational cost associated 

with the optimization process. Entropy is a widely accepted measure of uncertainty and unpredictability in 

cryptographic systems. Higher entropy values indicate that an encryption key is more random and therefore 

more resistant to brute-force and statistical attacks. The randomness score measures the statistical 

distribution of binary bits within the generated key, providing an additional indication of key quality. 

Encryption execution time evaluates the computational overhead introduced by the optimization process, 

while the security level represents the overall assessment of cryptographic strength. The comparative results 

obtained from the proposed framework are presented in Table 3. 

Table 3. Comparison between conventional and GA-generated encryption keys. 

Parameter Conventional Key GA-Based Key 

Key Entropy 7.42 7.91 

Randomness Score 82% 96% 

Encryption Time (ms) 12.3 13.1 

Security Level Medium High 

Table 3 demonstrates that the proposed Genetic Algorithm substantially improves the quality of the 

generated encryption keys. The key entropy increased from 7.42 for the conventional approach to 7.91 for 

the GA-based method, corresponding to an improvement of approximately 6.6%. This increase indicates 

that the optimized keys exhibit greater unpredictability and stronger resistance to cryptographic analysis. A 

more significant improvement is observed in the randomness score, which increased from 82% to 96%, 
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representing an enhancement of approximately 17.1%. This result indicates that the evolutionary 

optimization process successfully generated binary keys with a more uniform statistical distribution, thereby 

reducing predictable patterns that could otherwise be exploited by attackers. The computational overhead 

introduced by the Genetic Algorithm remained relatively small. The average encryption execution time 

increased only from 12.3 ms to 13.1 ms, representing an increase of approximately 6.5%. Considering the 

considerable improvements in entropy and randomness, this modest increase in execution time demonstrates 

an excellent balance between computational efficiency and enhanced security. The proposed framework 

successfully upgrades the overall security level from Medium to High, indicating that the optimized 

encryption keys provide stronger protection while maintaining practical computational performance. 

Figure 4 presents a comparison of the entropy values obtained using the conventional encryption key 

generation method and the proposed Genetic Algorithm-based optimization approach. The figure clearly 

shows that the GA-generated encryption keys achieve a higher entropy value (7.91) than the conventionally 

generated keys (7.42), indicating a noticeable improvement in cryptographic randomness. The increase in 

entropy demonstrates that the evolutionary optimization process effectively reduces predictable bit patterns 

and increases the uncertainty of the generated encryption keys. Higher entropy directly translates into a 

larger effective key search space, making brute-force attacks significantly more difficult and improving 

resistance to statistical cryptanalysis. This improvement is primarily attributed to the combined effects of 

tournament selection, crossover, and mutation, which continuously refine candidate keys throughout 

successive generations. Although the increase in entropy may appear numerically moderate, even relatively 

small improvements in cryptographic entropy can substantially enhance practical security because 

encryption strength grows exponentially with key randomness. Consequently, the proposed Genetic 

Algorithm produces encryption keys that are more suitable for protecting sensitive digital information while 

introducing only minimal computational overhead. The results presented in Figure 4 further validate the 

effectiveness of the proposed optimization framework and demonstrate that Genetic Algorithms provide a 

practical and efficient approach for strengthening encryption key generation in modern data security 

applications. 

 

Fig. 4. Comparison of key entropy between conventional and GA-based encryption methods. 
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DISCUSSION 

The results obtained in this study demonstrate that the proposed Genetic Algorithm (GA)-based framework 

effectively improves the quality of encryption keys through evolutionary optimization. Throughout the 

optimization process, the average population fitness increased steadily from 0.61 to 0.96, indicating that the 

algorithm successfully evolved candidate solutions toward higher-quality encryption keys. This progressive 

improvement confirms that the combination of fitness evaluation, tournament selection, crossover, and 

mutation effectively guides the search process toward more secure cryptographic solutions. The gradual 

convergence observed after approximately 40 generations also indicates that the selected optimization 

parameters provide a stable balance between exploration and exploitation of the solution space. One of the 

most significant findings of this study is the improvement in key entropy, which increased from 7.42 for 

conventionally generated keys to 7.91 using the proposed GA framework. Higher entropy indicates greater 

uncertainty and unpredictability in the generated encryption keys, thereby increasing their resistance to 

brute-force attacks and statistical cryptanalysis. Similarly, the randomness score improved substantially 

from 82% to 96%, demonstrating that the optimized keys possess a more uniform binary distribution and 

fewer predictable patterns. These improvements collectively contribute to stronger cryptographic protection 

and illustrate the effectiveness of evolutionary optimization in enhancing key generation. The computational 

efficiency of the proposed framework remained satisfactory despite the optimization process. The average 

encryption execution time increased only slightly from 12.3 ms to 13.1 ms, representing an increase of 

approximately 6.5%. This relatively small computational overhead is justified by the considerable 

improvements achieved in entropy, randomness, and overall security level. From a practical perspective, the 

modest increase in processing time is unlikely to affect the performance of most modern computing systems 

while providing a noticeable enhancement in cryptographic strength. The success of the proposed 

framework can largely be attributed to the complementary roles of the Genetic Algorithm operators. 

Tournament selection consistently preserves high-quality chromosomes while maintaining sufficient 

competition within the population. Crossover combines desirable characteristics from parent chromosomes, 

producing offspring with improved security properties, whereas mutation introduces controlled randomness 

that prevents premature convergence and enables continuous exploration of new regions within the search 

space. The interaction among these evolutionary operators enables the algorithm to progressively improve 

candidate encryption keys over successive generations. Although the present study uses simulated 

experimental data for demonstration purposes, the observed optimization behavior is consistent with the 

theoretical principles of Genetic Algorithms reported in the optimization and cryptography literature. The 

simplified framework successfully illustrates how evolutionary computation can improve encryption key 

quality without modifying the underlying encryption algorithm. Consequently, the proposed approach can 

serve as an educational model for understanding intelligent optimization in cybersecurity and as a 

foundation for more advanced cryptographic research. Nevertheless, several limitations should be 

acknowledged. The experiments were conducted using a relatively small population size and a fixed set of 

Genetic Algorithm parameters. Moreover, only entropy, randomness, fitness value, and encryption 

execution time were considered during performance evaluation. Additional security indicators, such as 

avalanche effect, key sensitivity, correlation analysis, NIST randomness tests, and resistance to differential 

or linear cryptanalysis, would provide a more comprehensive assessment of cryptographic performance. 

Furthermore, the proposed framework has not yet been integrated with practical encryption algorithms or 

evaluated under real network environments. Future research should focus on integrating the proposed 

optimization framework with established cryptographic algorithms such as AES, RSA, ECC, or lightweight 

encryption techniques designed for Internet of Things (IoT) applications. Comparative studies involving 

other evolutionary optimization techniques, including Particle Swarm Optimization (PSO), Differential 

Evolution (DE), Ant Colony Optimization (ACO), and hybrid artificial intelligence approaches, could also 

provide valuable insights into optimization efficiency. In addition, future work may investigate adaptive 

Genetic Algorithms with dynamically adjusted crossover and mutation probabilities, larger population sizes, 

parallel implementations, and real-time security evaluations to further improve encryption performance in 

practical cybersecurity applications.The findings of this study demonstrate that Genetic Algorithms 

constitute a practical and efficient optimization technique for strengthening encryption key generation. By 

significantly improving key entropy and randomness while introducing only minimal computational 
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overhead, the proposed framework provides a promising approach for enhancing modern data security 

systems and establishes a solid basis for future research in evolutionary cryptography and intelligent 

cybersecurity solutions. 

CONCLUSION 

This study presented a simple yet effective Genetic Algorithm (GA)-based framework for improving data 

security through optimized encryption key generation. The proposed approach employed the fundamental 

evolutionary operators of population initialization, fitness evaluation, tournament selection, crossover, and 

mutation to iteratively generate encryption keys with higher randomness and greater cryptographic strength. 

Unlike conventional key generation methods, the evolutionary optimization process continuously refined 

candidate solutions over successive generations, producing encryption keys with improved entropy while 

maintaining acceptable computational efficiency. The experimental results demonstrated the effectiveness of 

the proposed framework. The average fitness value increased steadily from 0.61 in the initial population to 

0.96 after 50 generations, indicating successful optimization and convergence toward high-quality 

encryption keys. Similarly, the entropy improved from 7.42 to 7.91, while the randomness score increased 

from 82% to 96%, confirming that the generated keys became more unpredictable and resistant to 

cryptographic attacks. Despite these significant security improvements, the average encryption execution 

time increased only slightly from 12.3 ms to 13.1 ms, demonstrating that the optimization process introduces 

only minimal computational overhead. These findings highlight the capability of Genetic Algorithms to 

strengthen encryption key generation without substantially affecting system performance. Although the 

proposed framework was intentionally simplified and evaluated using simulated experimental data for 

educational purposes, it successfully demonstrates the practical applicability of evolutionary computation in 

modern cryptography. The study also provides an accessible foundation for understanding the integration of 

intelligent optimization techniques into data security systems. Future research may extend this framework 

by integrating the Genetic Algorithm with widely used encryption algorithms such as AES, RSA, and 

Elliptic Curve Cryptography (ECC), as well as comparing its performance with other metaheuristic 

optimization techniques, including Particle Swarm Optimization (PSO), Differential Evolution (DE), and 

Ant Colony Optimization (ACO). Additional investigations involving real-world datasets, adaptive Genetic 

Algorithms, larger populations, and comprehensive cryptographic evaluation metrics would further validate 

the effectiveness of the proposed approach. Overall, this study confirms that Genetic Algorithms represent a 

promising and practical optimization tool for enhancing encryption key generation and improving the 

security of modern digital communication systems.  
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