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ABSTRACT

Network security concerns and approaches are expanded in the recent days due to the network developments and network user’s
expansion. In this paper, virtual private network is suggested for network security after fulfilment of other network performance
metrics such as throughput and time delay. Furthermore, in order to prevent any malicious activities with those connections under
one virtual private network, artificial intelligence attack predictor is implemented. Using of various machine learning algorithms
such as Naive Bays and Random Forest, attacks can be predicted and then blocked. Another approach is used for attacks
prediction called as Artificial Neural Network which represents a deep learning technology to predict any attach by learning the
attacks behaviors during the training stage.
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INTRODUCTION

Virtual private network is designed for enhancement of security over the networks using only software [1]. Deployment of virtual
private network technology implies implementation of software based network between two parties (or more) over the bigger
physical network [2]. VPN technology can be realized in many applications such as internet (i.e. web applications), intranet
(local/private network made between particular candidates for preforming a specific task where this network is separated from the
public internet network) [3].

The development of internet and computer technologies have motivated the security engineers to design virtual network that can
be operated over any physical network and can be used by any number of subscribers to protect the connection privacy. As an
example of virtual private network is the banking applications [4]. Since all the banking activates (at least those related to the
bank clients) are made over the internet and folded under the so-called internet banking [5]. The internet banking is susceptible of
malicious activates since it is operating over a public network like internet. Banks have tried many ways (methods) to protect the
online transactions. Those methods are categorized into several groups and can be generalized according to the their existence [6].
So-to-say, there are some security and precautions were implemented at the end users handset to ensure that only the authorized
person can access to the account, this is implemented security features on the banking applications such as face recognition, finger
impression, eye recognition, etc. from the other hand, network can be upgraded to accommodate a safe connection between the
user (client) and the bank server [7]. The network upgrading is most important step to ensure safety of connection and prevent
malicious activities. Banks are adopting a virtual network that encapsulate the active transaction between the client and banks
servers, this virtual encapsulation is termed as virtual private network [8]. A VPN creates a private and secure connection, known
as tunnels, through systems that use the data communication capability of an unsecured and public network—the Internet [9].
VPNs use secure protocols to provide private communications over the Internet; they also connect the private corporate network
to home office employees, or to a remote business site through virtual connections routed through the Internet. Organizations
which decide to use VPNs as their means of secure communication would choose between the more commonly used IPSec and
SSL secure protocols [10]. Both protocols have their advantages and disadvantages; the deciding factors between the two depend
on the infrastructure of the corporate network, its specific security requirements, costs, and reliability. In this paper, VPN impact
on network performance is realized after machine learning and deep learning as enhancement approaches on the same.
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PROPOSED MODEL

Virtual private network (VPN) is established for tunneling the connections over the public network where no other candidate out
of the virtual private network can participate the connections without prior permission. This kind of protection is proven good
performance in protection connections over bigger networks including internet. Network includes various types of activities which
may demand specific requirements of bandwidth and routing process. Some applications may demand high throughput and others
may work in real-time bases where minimum delay should be there for packet transmission. Virtual private network should be
made in accordance (cooperation) with other network configurations alike time delay, throughput. Network security and network
performance should be in same level of interest for the network planners. The influence virtual private network on other network
performance metrics should be studied for achieving robust network. Two models are implemented using the Network Simulator
(Version 2) in order to understand the impact of virtual private network on the network performance as hereinafter. In the
following models, network is implemented using ten nodes (none mobile nodes), nodes are distributed in form of Manhattan grid
as in Figure 1. in each of the models mentioned below, network is examined by realizing performance metrics alike throughput
and time delay, ultimately results from both proposed models are compared. Network is implanted (wire-less network) using ten
none mobile nodes arranged over the network area in form of Manhattan grid as shown in Figure 1. Network is made in the
beginning without using any virtual private network. The through put as well as the time delay is being compared in average
measured for entire network. The comparison of average time delay as well as the average throughput is made among three

models as in following

-
-

Figure 1: Nodes connected in Manhattan grid topology without VPN

First model is made by implementing the same network topology while employing the CBR protocol as traffic generator where no
virtual private connection was made anywhere in the network. Second model is made by implementing the same network
topology while employing the HTTP protocol as traffic generator where no virtual private connection was made anywhere in the
network. Third model is made by implementing the same network topology while employing the FTP protocol as traffic generator
where no virtual private connection was made anywhere in the network. With same network topology illustrated in section above
and demonstrated in Figure 2, new model is made by applying a virtual private network over connection of pair (node 2 and node

3) in the network above.
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Figure 2: Depict of second model that demonstrates the VPN connection
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ATTACK REPELLING

Virtual private network is made to secure the connection between two terminals in by virtually separating that connection from the
other connections in the network. Network may include too many request of connection as demonstrated in the preceding sections,
the flood of requestsmight be sent from malicious node [11]. Upon of receiving of the malicious request, the receiver might lose
the data or suffer from long queuing time which may lead to receiver complete fail. Virtual private connect doing nothing but
securing particular connection on the network by applying tunnel on it where no other connection can sense that hence in other
word, connection under virtual private network might not be visible for other connections in the network [12]. However, other
connections can join the virtual private network connect by pre-approval acquisition from the concern nodes. Network running
with virtual private network connect might not suffer from malicious activities in normal situations. furthermore, the virtual
private network is also susceptible of malicious activities as the ability of software is developed and new methods are established
for snooping on the networks. In order to use this model, the feed forward neural network is being trained using a dataset of
network attacks attitudes. Data set is included with large number of connections, those connections included with attack

(malicious connection) as well as safe connection. Every connection was diagnosed and accordingly the target column is made to

classify the data according to the nature of connection [13]. The attack prevention model is working according to the following

steps.

i. Network attacks dataset is downloaded from open access data bank and used in the further steps of the system.

ii. Dataset is pre-processed in order to convert any alphabetic entry into numerical entry. From the other hand, all the values
(numbers) in the dataset is being normalized in order to reduce the variance between the data cells which may enhance the
performance of model training in hereinafter.

iii. There was no missing values in the dataset entries so-no missing value recovery program was made.

iv. Feed Forward Neural Network model is used for implementing the model of attack prevention. A prediction process is made
firstly by letting the model training using eighty percent of the data.

v. After successful training of the model, model is tested using the remained twenty percent of the dataset.

The Feed Forward neural network is configured as total fifty iteration is made to reach the best training performance. Table 1 is
illustrating the configurations of Feed Forward neural network.

Table 1: Feed Forward model configuration

Settings Value

Hidden layers count One

Output layer count One

Input layers count one

Algorithm of training LM

Performance  metric  in | Mean Absolute Error

training

Targeted MAE 1.009 e-1000
ATTACK PREVENTER

Artificial intelligence based attack preventer is made using the feed forward neural network. The main objective of this paradigm
is predict the attack before it is actually taking place [14, 15]. However, the model is developed in order to enhance the prediction
accuracy. For that reason the prediction accuracy of feed forward neural network is compared with other machine learning
algorithms such as random forest and naive bay’s algorithm. The comparison is made base of the time and accuracy of attack
prediction. Figures 3 and 4 are demonstrating the time and accuracy comparison among the mentioned algorithms. The results
shown that FFNN model is able to predict he attack within very short time (0.312 seconds) with prediction accuracy of 98 percent
which make it outperformed over the other machine learning algorithms.
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Figure 4: Time taken for prediction the attack in the proposed models.
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Figure 6: Accuracy measure for attack prediction in the proposed models

CONCLUSION

The development of internet network posed another challenge which is about controlling the requests running between the uses
over this wide network. The software developments and the popularity of programming languages have led to expand the
malicious attacks over the web network, hence then, the privacy of data and the networks security have become more
challengeable. Virtual private network has studied as means of connections privacy insurers which protect the connections from
any external impacts over the network. Virtual private network is software defined network that does not required implementation
of any hardware or even installation cost. The impact of virtual private network on the throughput and time delay (network
performance) of the being secured network has been studied. By changing the connection type among three protocols namely
HTTP, FTP and CRP; both throughput and time delay are monitored. Throughput found not affecting before VPN and with VPN
in case of CRP protocol connection whereas the throughput is obviously reduced after applying the VPN network in case of FTP
and HTTP connections as compare to the same connections before applying the VPN. From the other hand, average time delay is
obviously increased in case of VPN network for all the connections (e.g. CPR, HTTP, FTP). In order to enhance the performance
of virtual private network, machine learning and deep learning based attack predictors are proposed as integral to the virtual
private network. Results shown the artificial neural network is outperformed by detection the attack with accuracy of 98 %.
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