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ABSTRACT  

Deep learning is designed for enhancement of security over the networks using software only. Deployment of Deep Learning 

technology implies implementation of software based network between two parties (or more) over the bigger physical network. 

Deep Learning technology can be realized in many applications such as internet (i.e. web applications), intranet (local/private 

network made between particular candidates for preforming a specific task where this network is separated from the public 

internet network). The development of internet and computer technologies have motivated the security engineers to design virtual 

network that can be operated over any physical network and can be used by any number of subscribers to protect the connection 

privacy. This paper is illustrating the Deep Learning technology enhancement overview and details. Big data can be collected 

from network monitoring system and hence can be used to train the transfer learning by recurrent neural network for attack 

detection. The recurrent neural network is reported higher accuracy of attack detection in adhoc in 111 seconds of training time 

with 98.2 percent of detection accuracy.                                                                                                                                         
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INTRODUCTION 

As an example of Deep Learning is  the banking applications. Since all the banking activates (at least those related to the bank 

clients) are made over the internet and folded under the so-called internet banking [1, 2]. The internet banking is susceptible for 

malicious activities since it is operating over a public network like internet. Banks have tried many (methods) to protect the online 

transactions [3]. Those methods are categorized into several groups and can be generalized according to their existence. 

Therefore, there are some security and precautions implemented at the end users handset to ensure that only the authorized person 

can access to the account, this implemented security features on the banking applications such as face recognition [4,5], finger 

impression, eye recognition, etc. As well as the network can be upgraded to accommodate a safe connection between the user 

(client) and the bank server. The network upgrading is the most important step to ensure safety of connection and prevent 

malicious activities. Banks are adopting a virtual network that encapsulate the active transaction. Deep Learning  is established for 

tunneling the connections over the public network where no other candidate out of the DEEP LEARNING  can participate in the 

connections without prior permission. This kind of protection has proven good performance in protecting connections over bigger 

networks including internet. Network includes various types of activities which may demand specific requirements of bandwidth 

and routing process. Some applications may demand high throughput and others may work in real-time bases where minimum 

delay should be there for packet transmission. Deep Learning should be made in (cooperation) with other network configurations 

concerned with time delay, throughput. Network security and network performance should be in the same level of interest for the 

network planners [6, 7]. 

Deep Learning is made to secure the connection between two terminals in by virtually separating that connection from the other 

connections in the network. Network may include too many request of connection as demonstrated in the preceding sections, the 

flood of requests might be sent from malicious node. Upon of receiving of the malicious request, the receiver might lose the data 

or suffer from long queuing time which may lead to receiver complete fail [8, 9]. 
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OBJECTIVES  

This work is focusing on monitoring data analyzing using ANN. However, this big data can be referred from the monitoring 

system and be used for training the classifier where attack can be automatically predicted.  

a) Providing a solution for other network performance metrics such as throughput, time delay and packet loses in the presence of 

the Deep Learning. In other word, learn through the impacts of the Deep Learning on the other performance metrics apart from the 

security enhancement. 

b) Implementation of the said network with number of host nodes using the network simulator version II software which can 

provide the real-life environments of computer network and host nodes. It also is capable to keep track of the network packets 

status in each seconds of the simulation time where, a complete idea of the network performance metrics can be derived. 

c) Development of smart alternative of malware attacks detection program using the transfer learning by recurrent neural 

network which may be used to learn for various type of computers attacks behaviors so that it can prevent the attacks by detecting 

them in fast and reliable way. This can be done using the Matlab programming language. 

LITERATURE SURVEY 

Due to the DEEP LEARNING 's particular importance in preserving the privacy of data transmitted over public networks, 

extensive research has been done to improve its functionality. Secure Shell and Skype are the only two well-known service 

providers to have included Deep Learning technology into their infrastructures [7]. The major objective of this study is to choose 

the optimal protocol for various network activities because understanding protocols is crucial for accomplishing Deep Learning 

security goals. Conventional DEEP LEARNING s, on the other hand, have shown to be crucial for controlling internet network 

security and privacy. The effectiveness of conventional security has been reassessed in light of the increasing internet traffic 

brought on by the most recent data revolution. Because of the increasing network traffic and frequent payloads in network nodes, 

traditional security programmes are unable to keep up with the data threats. 

More types of data, such as multimedia traffic, are now taken into consideration when constructing Deep Learning as a result of 

the variety of network traffic that is already available, such as internet protocol traffic and relay traffic [8]. The internet payload is 

significantly impacted by voice over IP. In this study, a Deep Learning 's performance was assessed while taking into account the 

significance of its capacity to handle various data types. According to the most recent survey, major retail companies globally are 

becoming more interested in Deep Learning s due to their simplicity of use, low cost, and high performance. While some of these 

applications require incredibly low latency in real-time data transmission, others require enormous capacity networks that can 

transmit high-quality data without packet loss. Network service providers need to use a new approach in order to satisfy these 

objectives over Deep Learning. According to this study, a central switch unit should incorporate a range of switch types with 

labels marking them for different types of traffic. Figure 1 depicts a network topology of this kind. 

 

Figure 1: Wide area network topology for Deep Learning structure. 

To maintain a high level of security over intranet networks like the college network, school network, and inter-building network, a 

novel study has been proposed [9, 10]. Recently, researchers tested the viability of incorporating the Deep Learning into the 

school's network architecture. In this study, Deep Learning s are built using a unique way as opposed to the conventional software 

defined Deep Learning method. The authors recommended integrating the Deep Learning into the school's network architecture 

using microcontroller chips. Since there is no chance that this link might be altered or disrupted by virus activity, it would allow 

secure data transmission between designated pairs only and a high level of security on intranet networks. Implementing such a 

network is slightly more expensive than using a standard software-defined Deep Learning. 
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Figure 2: Intranet Deep Learning  structure with hardware defined network using a microcontroller. 

Hardware gateways are depicted in Figure 2 as an alternative to configuring the Deep Learning. The Deep Learning 's features can 

be implemented using specialised microcontrollers, which can then be incorporated into network architecture to provide 

dependable secure connections. 

Due to their ambition to combine into a single organisation, universities and other educational institutions are having difficulty 

uniting their networks under a single, central network [11, 12]. This study highlights both the risk of security breaches and the 

difficulty of combining numerous networks at once. The authors recommended using IP Security protocol, one of the most 

dependable Deep Learning protocols, to ensure security during data transfer across the various blocks of the larger network. 

Without delay, the IP security protocol cannot function at high speeds. Figure 3 displays the suggested network's structure as it 

was used in this experiment. The trial was carried out on a campus where a network connecting many universities is intended. 

 

 

 

 

 

 

Figure 3: Interconnection of several colleges at one campus using the concept of Deep Learning. 

METHODOLOGY  

The influence Deep Learning on other network performance metrics should be studied for achieving robust network. Two models 

are implemented using the Network Simulator (Version 2) in order to understand the impact of Deep Learning  on the network 

performance. 
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Figure 4: Nodes connected in Manhattan grid topology without Deep Learning 

In the following models, network is implemented using ten nodes are distributed in form of Manhattan grid as shown in Figure 4. 

In each of the models mentioned below, network is examined by realizing performance metrics throughput and time delay, 

ultimately results from both proposed models are compared. 

With same network topology illustrated in first model and demonstrated in Figure 4, new model is made by applying a Deep 

Learning over connection of pair (node 2 and node 3) in the network for each protocol (CBR, HTTP, and FTP). 

Deep Learning is made to secure the connection between two terminals in by virtually separating that connection from the other 

connections in the network. Network may include too many request of connection as demonstrated in the preceding sections, the 

flood of requests might be sent from malicious node. Upon of receiving of the malicious request, the receiver might lose the data 

or suffer from long queuing time which may lead to receiver complete fail. 

Virtual private connect doing nothing but securing particular connection on the network by applying tunnel on it where no other 

connection can sense that. Therefore, connection under Deep Learning might not be visible for other connections in the network. 

However, other connections can join the Deep Learning connect by pre-approval acquisition from the concern nodes. Network 

running with Deep Learning connect might not suffer from malicious activities in normal situations. Furthermore, the Deep 

Learning is also susceptible of malicious activities as the ability of software is developed and new methods are established for 

snooping on the networks. 

In order to save the safeguard of the network against any malicious attack, a Recurrent neural network (RNN) shown in Figure 5 

is utilized to develop a smart attack prevention paradigm. This paradigm may predict occurrence of attack depending of the 

attitude of each attack before it is actually take place and this is considered as a model of employing the RNN for predicting the 

malicious activities. 

 

Figure 5: Structure of feed forward neural network 
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OUTCOMES  

Model with the configurations stated at Table 5 is implemented for adhoc network security enhancement. The detailed parameters 

are as below: 

Parameter    Value  

The count of Hidden layers  100 

The count of Output layer  1  

The count of Input layers 1 

Algorithm of training   LM 

Performance measure  MSE and Time  

Targeted performance  1.088 e-100000 

 

Therefore, the following results were obtained: 

Algorithm   Time (seconds) Accuracy  

DNN 143 88.21 

LSTM 132 78.0 

CNN 187 88.15 

RNN* 111 98.2 

CONCLUSION  

Computer networks such as internet are flooded with data from unlimited resources that aim to exchange data into global. This 

promotes security violence in the network epically after the wide deployment of smart software and computer applications. Hence, 

security is integral part for any organization or any individual who is willing to share data through network. Deep Learning 

technology is being analyzed in this paper and transfer learning by recurrent neural network is proposed to be integrated with the 

core Deep Learning in order to enhance the security performance. The recurrent neural network is reported higher accuracy of 

attack detection in adhoc in 111 seconds of training time with 98.2 percent of detection accuracy.  
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